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If you have any queries regarding the content of this policy and procedure, please contact HR on HR@walthamforest.gov.uk the HR team will be able to give advice and practical guidance on this process as required

Version control
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Relevant Document 

ICT Acceptable Use Policy
Anti-Fraud and Corruption Policy 
Conduct and Discipline Procedure
Anti-Fraud Whistle-blowing Policy 
Disability Equality Guidance
Equal Opportunities Policy Statement and Equality Act 2010 guidance 
Public Service Ethics Declaration
New entrants to the Council can access this information before commencing employment via the following link here. 
1.0
Standards

1.1
This Code applies to all council employees. It sets out the expected standards of behaviour and provides a framework for employees that will help to maintain and improve standards. The Code is not a complete list of what you can and cannot do. Its aim is to set out clearly the basic ground rules that all employees must observe. This Code of Conduct also sets out the standards of behaviour expected from all our employees. Breaches of the code may result in disciplinary action being taken against the employee.

1.2
Local government employees are expected to give the highest possible standard of service to the public, and where it is part of their duties, to provide appropriate advice to councillors and fellow employees with impartiality. Employees are expected, through agreed procedures and without fear of recrimination, to bring to the attention of the appropriate level of management, any deficiency in the provision of service. Employees must report to the appropriate manager any impropriety or breach of procedure and must comply with the specific provisions of the Council's Standing Orders and Financial Regulations 

1.3 
The Council has also adopted a firm stance against all forms of fraud and corruption. Its Anti-Fraud and Whistle Blowing Policy Statements form part of this Code and can be found here. Please refer to the Anti-fraud and Corruption Policy and Anti-Fraud Whistle-blowing Policy for further information. Any breaches of these procedures or this Code could result in disciplinary action being taken. 

1.4
Employees above Grade 6 are required to complete a Public Service Ethics {PSE} declaration upon appointment and as their circumstances change. Some employees are required to complete this on an annual basis as requested.     
 
1.5
All employees are expected to work in line with all Council policies, procedures and standards.

2.0
Disclosure of Information

2.1 
The law requires that certain types of information must be available to Members, auditors, government departments, service users and the public. The scheme of Conditions of Service states that an officer shall not communicate to the public the proceedings of any Committee meeting etc., or the contents of any document relating to the authority, unless required by law or expressly authorised to do so. The Council's Financial Regulations state that every officer who is party to confidential information, in whatever form, unless legally obliged to do so, shall not disclose that information to any other person unless duly authorised to do so by the departmental Head. 

2.2 
Employees must not use any information obtained during their employment for personal gain or benefit, nor must they pass it on to others who might use it in such a way. They must also be aware of and uphold the appropriate provisions of the Data Protection legislation. Any particular information received by an employee from a councillor, which is personal to that councillor and does not belong to the authority, must not be divulged by the employee without the prior approval of that councillor, except where such disclosure is required or sanctioned by the law. 

2.3 
Data Protection: Before disclosing to officers in other departments or to councillors, employees must satisfy themselves that the required information is not needed for personal reasons and is to be used for the reason for which it was collected (as registered under the Data Protection Act.) 

 2.3.1 The Data Protection Act affects every employee, whether or not they make direct use of computers. 

2.3.2 
Any employee who discloses data without checking that it is to be used for an authorised purpose relevant to the Authority, may be prosecuted in a Criminal Court, as well as facing disciplinary action. 

2.3.3 
Employees must always ask why the data is required, and what the potential recipient intends to do with it. If this is contrary to the disclosure policy as registered under the Data Protection Act, or an employee feels that they are not satisfied with the answer given, then it is the employee's duty to withhold the information. This also applies to information sought by the police, MPs and councillors. Just because someone is a police officer or a councillor, does not necessarily give them automatic access to any data which the Council may hold. 

2.3.4 
Employees must ensure that all equipment and data is stored in a secure room, especially when that room is unattended. 

2.3.5 
Employees must report any security breaches to their line manager. 

2.4 
All employees must read and comply with the Council’s ICT Acceptable Use Policy and all associated Data Protection and GDPR requirements which can be found here. 
3.0
Confidentiality: 
All local government employees must ensure that personal information, including information about service users, employees and councillors is kept confidential. All personal information, however obtained, is confidential and must only be disclosed to any person as and when appropriate and in line with Council procedures. All documents (physical or electronic) containing personal information must be stored securely and disposed of in accordance with Council procedures: i.e. by shredding or other forms of secure disposal appropriate for confidential waste.

4.0
Political Neutrality

4.1 
Employees serve the authority as a whole. It follows that they must serve all councillors and not just those of any particular group and must ensure that the individual rights of all councillors are respected, save for those officers appointed particularly for that purpose. 

4.2 
Subject to the authority's conventions, employees may also be required to advise political groups. They must do so in ways which do not compromise their political neutrality. 

4.3 
Employees, whether or not politically restricted, must follow every lawful expressed policy of the authority and must not allow their own personal or political opinions to interfere with their work. 

 

5.0
Relationships

5.1 
Councillors: Employees are responsible to the authority through its senior managers. For some, their role is to give advice to councillors and senior managers and all are there to carry out the authority's work. Mutual respect between employees and councillors is essential to good local government. Close personal familiarity between employees and individual councillors can compromise the working relationship. This can prove embarrassing to other employees and councillors and should therefore be avoided. 

5.2 
Local Community and Service Users: Employees must always remember their responsibilities to the community they serve and ensure courteous, efficient and impartial service delivery to all groups and individuals within that community as defined by the policies of the authority. 

5.3 
Contractors: Orders and contracts arising out of Council business must be awarded on merit, by fair competition against other tenders, and no special favour must be shown to any businesses, for example, those involving by friends, partners or relatives, in the tendering process. No part of the local community must be discriminated against. It is crucial therefore that any relationships of a business or private nature which could call into question this basis of Council activity must be made known to the appropriate Chief Officer, in writing, and must be formally recorded. Employees who engage or supervise contractors or have any other official relationship with contractors and have previously had or currently have a relationship in a private or domestic capacity with contractors, must declare that relationship to the appropriate Chief Officer.  All employees above Scale 6 must complete the Public Service Ethics Declaration. 
 

6.0 
Appointment and other Employment matters

6.1 
Employees participating in the recruitment and selection of staff should ideally have completed an approved recruitment and selection training course before participating in the process. At least one member of the recruiting panel must have completed the training. 
6.2 
Employees involved in appointments must ensure that these are made based on merit. It would be unlawful for an employee to make an appointment which was based on anything other than the ability of the candidate to undertake the duties of the post. In order to avoid any possible accusation of bias, employees must not be involved in an appointment {including engagement of agency workers} where they are related to an applicant or have a close personal relationship outside work with the candidate. Employees who fail to declare such a relationship may be subject to disciplinary proceedings.
6.3 
Similarly, employees must not be involved in decisions relating to disciplining, promoting, or pay adjustments for any other employee who is a relative, partner, etc.  Employees who fail to declare such a relationship may be subject to disciplinary proceedings.
 

7.0 
Outside Commitments
7.1 
Employees graded above Scale 6 are required to obtain the written consent of their Chief Officer to take any outside employment (either paid or unpaid). All employees must be clear about their contractual obligations and must not take outside employment which conflicts or may conflict with the authority's interests. 

7.2 
Intellectual property such as inventions, creative writings and drawings or copyright created during the course of an employees' employment is the property of the Council. 
8.0
Personal Interests

8.1 
Employees graded Scale 6 or above must declare to an appropriate Chief Officer any private or personal interests, whether financial or non-financial, that they consider could bring about conflict with the authority's interests. 

Private and personal interests include those of employees' families, partners or anyone with whom they have a close relationship with as well as those arising through membership of, or association with, clubs, societies and other organisations such as the Freemasons, Trade Unions and voluntary bodies. 

8.2 
Employees must not allow the impression to be given that they are or may be using their position to promote a private or personal interest rather than forwarding the general public interest. 

8.3 
Employees must declare to the appropriate Chief Officer, membership of any organisation not open to the public without formal membership and commitment of allegiance and which has secrecy about rules or membership or conduct. All staff graded Scale 6 or above are required to complete a Public Service Ethics Declaration about membership of such organisations. Completed declarations are kept on a register of membership of secret organisations (officers) and on your personnel file.

 
9.0 
Equality 

9.1 
All local government employees must ensure that the policies relating to equality and diversity matters, as agreed by the authority, are complied with in addition to the requirements of the law. All members of the local community, customers and other employees have a right to be treated with fairness and equity.  
9.2  
All employees are required to ensure that their actions do not directly or indirectly discriminate against anyone with a protected characteristic and to act in a way that promotes the Council’s compliance with its’ Public Sector Equality Duty under the Section 149 of the Equality Act 2010 in the exercise of its functions to have due regard to the need to:

(a) eliminate discrimination, harassment, victimisation and any other conduct that is prohibited;
(b) advance equality of opportunity between persons who share a relevant protected characteristic and persons who do not share it;
(c) foster good relations between persons who share a relevant protected characteristic and persons who do not share it.
10.0
Participating in the Tender process 
10.1 
Employees involved in any tendering process and/or dealing with contractors must be clear on their personal and professional responsibilities and obligations under this process and   must be aware of the need for accountability and openness. 

10.2 
Employees dealing with contractors or clients must exercise fairness and impartiality when dealing with all customers, suppliers, other contractors and sub-contractors. 

10.3 
Employees who are privy to confidential information on tenders or costs, for either internal or external contractors, must not disclose that information to any unauthorised party or organisation. 

10.4 
Employees contemplating a ‘management buyout’ must, as soon as they have formed a definite intent, inform the appropriate manager and withdraw from the contract awarding processes. 

10.5 
Employees must ensure that no special favour is shown to current or former employees or their partners, close relatives or associates in awarding contracts to businesses run by them or employing them in a senior or relevant managerial capacity. 

 

11.0 
Corruption

11.1 
Employees must be aware that it is a serious criminal offence under the Bribery Act (2010) for them to corruptly receive or give any gift, loan, fee, reward or gain advantage for doing, or not doing anything or showing favour, or disfavour, to any person in their official capacity. If an allegation is made it is for the employee to demonstrate that any such rewards have not been corruptly obtained. Under the Local Government Act 1972 an officer of a local authority must not in the course of their employment, accept any fee or reward whatsoever other than their proper remuneration
12.0 
Use of Financial Resources

12.1 
Employees must ensure that they use public funds and Council assets entrusted to them in a responsible and lawful manner. They must strive to ensure value for money to the local community and to avoid legal challenge to the authority. 

12.2 
The Council's Financial Regulations make it the responsibility of all employees to notify their Chief Officer (or the Strategic Director of Finance and Governance) of any actual or potential unlawful decisions or expenditure or any other financial irregularity in the exercise of the Council's services. 

12.3 
All employees are required to be aware of and comply with the provisions of the Council's Anti-fraud and Corruption Policy and Anti-Fraud Whistle-blowing Policy, which form part of this Code of Conduct and can be found here.
 
13.0
Hospitality and Gifts

13.1 
If hospitality is offered it must only be accepted in situations where employees are representing the local authority in the community or in situations where they are present to impart or receive information. Offers to attend purely social or sporting functions should be accepted only when these are part of the life of the community or where the authority should be seen to be represented. They must be properly authorised and recorded. 

13.2 
When hospitality and gifts are declined, those making the offer must be courteously but firmly informed of the procedures and standards operating within the authority. 

13.3 
Employees must not accept significant personal gifts from anybody. Insignificant items of token value such as pens, diaries etc., may be kept. 

13.4 
In every case where hospitality is offered, whether received or declined, and where gifts are offered, this must be properly recorded. Completed forms, which can be found here, must be sent to the Human Resources for inclusion in the Register of Hospitality. An employee, who accepts any gifts of value, or hospitality, may be committing a criminal offence under the Bribery Act 2010. When receiving hospitality, employees must be particularly sensitive as to its timing in relation to decisions which the authority may be taking affecting those providing the hospitality. 

13.6 
Acceptance by employees of hospitality through attendance at relevant conferences and courses is acceptable where it is clear the hospitality is corporate rather than personal, where the appropriate Chief Officer gives consent in advance and where the Chief Officer is satisfied that any purchasing decisions are not compromised. Where visits to inspect equipment, etc., are required, employees must either ensure that authorities meet the cost of such visits or must ensure that any hospitality provided is of a minimal cost to avoid jeopardising the integrity of subsequent purchasing decisions. 

13.7 
Employees must not agree to be an executor, witness or a beneficiary of a will for a client or service user in the capacity of your employment with Waltham Forest Council. If asked to do so, they must refuse and notify the appropriate manager. If they subsequently find that they are beneficiaries after the death of a client, they must notify their appropriate officer immediately as they are not allowed to accept the legacy. 

 

14.0 
Sponsorship - Giving and Receiving

14.1 
Where an outside organisation wishes to sponsor or is seeking to sponsor a local government activity, whether by invitation, tender, negotiation or voluntarily, the basic conventions concerning acceptance of gifts or hospitality apply. Particular care must be taken when dealing with contractors or potential contractors. 

14.2 
Where the authority wishes to sponsor an event or service, neither an employee nor any partner, spouse or relative must benefit from such sponsorship in a direct way without there being full disclosure to an appropriate manager of any such interest. Similarly, where the authority through sponsorship, grant aid, financial or other means, gives support in the community, employees must ensure that impartial advice is given and that there is no conflict of interest involved.

15.0
Dress Code 


Employees are representatives of the Council and should dress accordingly for the role they undertake in doing so. Some roles require employees to wear a uniform, and numerous roles have personal protective equipment that must be used.

Employees should not display inappropriate images and/or messages in their dress targeted towards any individual or group or which could undermine the reputation of the Council.

Managers will determine the appropriateness of employee’s dress in relation to their service requirements. 
16.0 
Use of Council property and facilities for personal use 
 
Employees are not usually permitted to use office equipment, e.g. PC’s, photocopiers for personal use. Employees must not allow their office addresses to be used for personal mail deliveries.   
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